Public key Registration System

User operation manual

2025/4

ver 1.0



Contents




1. Introduction

1. Introduction
This document is an operation manual for users of the "Public key Registration

System", provided at Center for Computational Materials Science Institute for
Materials Research, Tohoku University. This manual describes basic operations of the
system.
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2. Public key Registration System

In this system, you can do the following operations.
(1) Creation of your SSH authentication key (public key / private key)
(2) Registration of your public key to the SSH server
(3) Download of your private key (as an encrypted ZIP file) to your device
(4) Sending of the password to extract the file to you via e-mail
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2.1. Login

When you login to the system, you will need your user id and the password provided
by the administrator.
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URL : https://cmskey.sc.imr.tohoku.ac.jp/IMRPubReg/loginInit

Public key Registration System

UserID  [Enteryour user id ]

Password [Enter the password |
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® User ID text field
Enter your user id.
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® Password field

Enter the password.
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® Login button
Push the button to login to the system with the entered your user id and the
password. If you can login successfully, you will receive an e-mail to inform you that
you have logged in to this system.
In any of the following cases, you can’t login to the system with errors.
- Your public key has already been registered in the SSH server
- Your account is suspended
- Your account is expired, or expire date is not registered
- Your account doesn’t exist on the SSH server
- Your e-mail address is not registered
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® Reset Button

Clear the entered your user id and the password.
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2.2. Create SSH authentication key

You can create your SSH authentication key (public and private key). The system
automatically registers your public key to the SSH server. Your private key will be
encrypted and downloaded automatically as a ZIP file via your browser. The password
to extract the file will be sent to you by e-mail.
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Create SSH authentication key

Set a passphrase of your new SSH authentication key following policies (1) to (4).
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(1) Minimum passphrase length is 10. (1032F LA E)

(2) Use one or more lower-case letters. ("N F#132FLL EERD
(3) Use one or more upper-case letters. (GKX3XF#A1XFLLE{ERH)
(4) Use one or more numerical digits. (3 #13xF LA /)

« Passphrase [ J
» Passphrase(confirm) | ‘

® Passphrase text field
Enter the passphrase of the secret key to be created.
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® Passphrase(confirm) text field

Re-enter the passphrase of the secret key for confirmation.
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® C(Create Button
Create your SSH authentication key (public key / private key).
Click the Create button, and when the confirmation dialog appears, select OK. A
download prompt will be displayed, and after a short wait, the file will start

downloading automatically.
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The method and location of the file download depend on your browser settings.
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Set a passphrase of your new SSH authentication key following policies (1) to (4).
LIRS @)CHEL. SSHRTHD SR T —AEANL TS,

(1) Minimum passphrase length is 10. (10325 L, F)

(2) Use one or more lower-case letters. (NXF# 13 FLELE{EMA)
(3) Use one or more upper-case letters. (AT & 1XFLALFEH)
(4) Use one or more numerical digits. (FF#1XFLEL L EH)

« Passphrase [sesesesens |
« Passphrase(confirm) [ssesssesss |

Download Started

Your download will begin shortly. Please wait a moment.
FLULATA—FRBABESAFET., LIESCEEL (&L,

Please close this window once the download is complete.
F7ANERELEOLICCOEEEZHALTLESL,

The password to unzip the file is sent to you by e-mail.
T7ANERETHLOHDNRRT—FREA—LTEMREShET,

If you encounter any issues with downloading the file or receiving the e-mail, please
contact us via e-mail.
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E-mail: ccms-adm.imr@grp.tohoku.ac.jp
Logout Button

Log out of this system.
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2.3. Logout
After you logged out from each page, this page is shown.
K EENAORZ T UGS REHEARRIIET,

Public key Registration System

Logged out of this system.

® Return to login Button
Return to login page of the system.
R AT OB A EH~SRVET,
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2.4. Access error

In some unexpected cases, this page may appear. Push Return to login button and try
the operation again.
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Access error

This error will occur if any of the following applies.
TROVLThDCHILEBES, ST7-PRELET.
« You don't have permission to use this system.
225 LY FHERRAI LB S
« lllegal access detected.
TEF 2 REERLIBE

® Return to login Button

Return to login page of the system.
AR AT LOOT A H~REDET,
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2.5. System error

In some unintended error cases, this error page may appear. Push Return to login
button and try the operation again.
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System error

A system error has occurred.
RATLIZ-DRELELE.
« Access again after a while.
LiFs<BEREBLTHESBEF 7 EALTTFEL,
« If the problem persists, contact this system's administrator.
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® Return to login Button

Return to login page of the system.
KU AT LWOuT AL HH~ROET,
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